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The Problem
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• Millions of connections every day
• Many domains are indicators of malicious activity
• Reliance on third parties to detect domains (Palo, Zscaler, Virus Total)
• Many potential threats go unnoticed

• DGAs are designed to evade detection
• Can be created quickly

• Can we improve DGA detection to help analysts find threats faster?



Step 1: Get your data 
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• Supervised Learning = Labeled Dataset
• 3 datasets combined

• Alexa Top 1 Million
• Cisco Top 1 Million
• University of Murcia Domain Generation Algorithm Dataset (UMUDGA)

• Contains 30 million DGA examples
• Even distribution of DGA and non-DGA examples in training set



Step 2: Feature Engineering
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Step 3: Feature Analysis
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Step 4a: Algorithms
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Random Forest
• Uses random feature subsets at each split to 

explicitly decorrelate the trees.
• Primary Impact: Reduces model variance 

without increasing bias; highly robust to 
overfitting and handles high-dimensional data 
well.

AdaBoost (Adaptive Boosting)
• Iteratively updates sample weights, penalizing 

misclassifications so each new tree focuses strictly 
on the previous model's errors.

• Primary Impact: Aggressively reduces model bias 
to fit complex boundaries, though it is much more 
sensitive to noisy data and outliers than bagging.



Step 4b: Evolutionary Algorithm
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4 Key Drivers of Evolution

• Genetic Encoding
• Mutation
• Natural Selection
• Reproduction and 

Heredity

* Image by 
Freepik



Step 4c: NEAT Algorithm
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• NeuroEvolution of Augmenting Topologies
• 4 Key Drivers of Evolution

• Genetic Encoding: Neural network structure. Input/Output nodes and connections.
• Mutation: Random chance to add/remove connections and hidden nodes.
• Natural Selection: Fitness/Evaluation function.
• Reproduction/Heredity: NEAT pairs surviving members to pass down structural traits.



Step 5: Hyperparameter Tuning 
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Technique: 
GridSearchCV

Adaboost Parameters: 
• Max Depth, Learning Rate, # 

Estimators
RandomForest Parameters:
• Max Depth, # Estimators

Example GridSearchCV Output



Model Metrics
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Step 6: Model Deployment 
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Step 6: Model Deployment 
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        Run Inference        
Function

Model Registry

Infrastructure

Function Tuning

3 Requirements:
Run our 
Model

Store 
results



Production Results
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Questionable DGAs Legitimate DGAs Not DGAs


