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Locky Ransomware
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1. Victim receives a spam 2. The downloader contacts 3. Files are encrypted 4. Ransom is paid in
email with a macro-enabled  the attacker's C&C server, and renamed with the Bitcoin to the specified
Office attachment (e.g., downloads a malicious ‘locky” extension. The wallet. Attacker sends
‘INVOICE_001.docm’). User binary, and a public desktop background is  the private key to decrypt
must enable content to run. encryption key. by a ransom note. and restore file names.
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The Problem

» Millions of connections every day
« Many domains are indicators of malicious activity
» Reliance on third parties to detect domains (Palo, Zscaler, Virus Total)
« Many potential threats go unnoticed
» DGAs are designed to evade detection
« Can be created quickly
« Can we improve DGA detection to help analysts find threats faster?
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Step 1: Get your data

Supervised Learning = Labeled Dataset
3 datasets combined
« Alexa Top 1 Million
« Cisco Top 1 Million
« University of Murcia Domain Generation Algorithm Dataset (UMUDGA)
« Contains 30 million DGA examples
Even distribution of DGA and non-DGA examples in training set
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Step 2: Feature Engineering

start_with_number num_digits

l l prob_bigram_match

M
wwwl/.]6afnrcuh5fht4dkm2shqgazdb[.Jcom
l |

length

TLP: CLEAR



Step 3: Feature Analysis

* + Distribution of length by DGA Status (0=Not DGA, 1=DGA)
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15
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10
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-0.25
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04
ProportionAlphabet --0.038 -0.16 RUGSM 0.076 0.091 0.029 048 044 -0.15
T T
(o] 1 -0.00
Is DGA? ProportionVowels - 0.022 0.012 -0.23 0.083 0.059 -0.16 -0.38
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= --0.25
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Step 4a: Algorithms

Random Forest

» Uses random feature subsets at each split to
explicitly decorrelate the trees.

* Primary Impact: Reduces model variance
without increasing bias; highly robust to
overfitting and handles high-dimensional data

well.
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AdaBoost (Adaptive Boosting)

* |teratively updates sample weights, penalizing
misclassifications so each new tree focuses strictly
on the previous model's errors.

* Primary Impact: Aggressively reduces model bias
to fit complex boundaries, though it is much more
sensitive to noisy data and outliers than bagging.
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Step 4c: NEAT Algorithm

* NeuroEvolution of Augmenting Topologies
» 4 Key Drivers of Evolution
* Genetic Encoding: Neural network structure. Input/Output nodes and connections.
* Mutation: Random chance to add/remove connections and hidden nodes.
e Natural Selection: Fitness/Evaluation function.
* Reproduction/Heredity: NEAT pairs surviving members to pass down structural traits.

ratio_of hex Il proportion_digits I | non_english_characters I | max_sequential vowels | | relative_entropy | | shannon_entropy | | num_hyphens | I num_digits | | prob_bigram match | | max_sequential digits

proportion_vowels | | max_sequential consonants
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Step 5: Hyperparameter Tuning

Technique: Adaboost Parameters:
GridSearchCV « Max Depth, Learning Rate, #
Estimators

._.._.‘ _.‘_.. RandomForest Parameters:
— « Max Depth, # Estimators
e
._.‘_.‘ —».—»‘ Example GridSearchCV Output
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Model Metrics

Overall Performance Precision vs. Recall Trade-off
Accuracy, F1 Score, and ROC-AUC (Higher is better) Detailed classification metrics (Higher is better)
. Random Forest AdaBoost . NEAT ‘ Random Forest AdaBoost . NEAT
92% 94%
91%
92%
90%
90%
89%
88% 88%
87%
86%
86%
84%
84% 82%

Accuracy F1 Score ROC-AUC Precision Recall
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Step 6: Model Deployment

pipeline
"ReadFromInputTable" beam. io.ReadFromBigQuery(table = input_table)
"FormatAsJson" beam.Map ( row: json.dumps(row))
"FeatureExtraction" beam.ParDo(dga_transforms.ExtractFeatures())
@ ReadFrominputTable v
SHitoenced Safelist Filter
15 sec
4 of 4 stages succeeded
[ Input J —
@  FormatAsJson
. Succeeded
3 sec
1 of 1 stage succeeded
J—
Feature @  FeatureExtraction
Succeeded
Engi . u541 sec
gineering :
1 of 1 stage succeeded

“



Step 6: Model Deployment

@  FeatureExtraction
Succeeded
54 sec

1 of 1 stage succeeded

9 RunInference
hearmn Function

@ RandomFores...nceSklearn @ AdaBoost - ...nceSklearry
Succeeded Succeeded
. . 43 sec 51 sec
3 ReqU|rementS. 1 of 1 stage succeeded 1 of 1 stage succeeded
Run our
Model Registry Model
@ RFProcessinference @ ABProcessinference
Succeeded Succeeded
0 sec 9 sec
1 of 1 stage succeeded 1 of 1 stage succeeded
Infrastructure
Store
@ Ingest data...o BigQueryv
H H ded
Function Tuning B results
0 10 of 10 stages succeeded

"RandomForest - RunInferenceSklearn" RunInference(model_handler=rf_keyed_sklearn_model_handler)
"RFProcessInference" beam.ParDo(dga_transforms.RFPostProcessor())

"AdaBoost - RunInferenceSklearn" RunInference(model_handler=ab_keyed_sklearn_model_handler)
“"ABProcessInference" beam.ParDo(dga_transforms.ABPostProcessor())

'Ingest data into BigQuery' beam. io.WriteToBigQuery/(
output_table,
write_disposition=beam.io.BigQueryDisposition.WRITE_APPEND)
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Production Results

Questionable DGAs Legitimate DGAs Not DGAs
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